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1.  SSL Web Filtering

In order to enable HTTPS (SSL) inspection for a safer and more secure web
filtering experience, an “Updata Infrastructure UK Ltd” SSL certificate will need
to be installed on your equipment.
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The following guide shows how this can be done by installing it within OSX on
each single PC. Other guides for other browsers are available at http://ssl-

filtering.updata.net

2. Download the Updata security certificate on each
device

Log in to the workstation
Open Safari Web Browser

Please download the certificate by clicking on this link, or by typing the address into the
address bar: http://ssl-filtering.updata.net/updata-ca-cert.crt

Note: All end user devices require the installation of an SSL certificate.

3. Installing the Certificate

Double-click on
the Certificate
saved on the
desktop by clicking
the link above.

Select the
“System” keychain
and click “Add”.

You may be asked
to authenticate to
unlock the key
chain.

Please enter the
username and
password of a
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Add Certificates

Do you want to add the certificate(s) from the file “updata-ca-
cert.crt” to a keychain?

New root certificates should be added to the login keychain for the
current user, or to the System keychain if they are to be shared by
all users of this machine.

IKeychain: System I

View Certificates Cancel Add

machine administrator.
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e C(Click on the “Always Trust”
button to confirm ) Do you want your computer to trust certificates signed by “Updata
: | Infrustructure UK Ltd” from now on?
e  You may be asked to = This certificate will be marked as trusted for all users of this computer. To
s . change your decision later, open the certificate in Keychain Access and edit
authenticate a second time fts Trust Settings. 4 4
to unlock the key chain.
e Please enter the username FX Updata Infrustructure UK Ltd
and password of a machine -
administrator. 7?; e Updata Infrustructure UK Ltd
erlyieale
i Root certificate authority
e y': Expires: Sunday, 18 February 2024 12:05:46 Greenwich Mean Time
@ This root certificate is not trusted
» Trust
v Details
Common Name Updata Infrustructure UK Ltd
Country GB
State/Province England
Locality London
Organization updata.net
Email Address servicedesk@updata.net
Common Name Updata Infrustructure UK Ltd
X . —
Hide Certificate Don't Trust Always Trust
[ ION | Keychain Access
Click to lock the System keychain. Q
Keychains
@ login oo | UPpdata Infrustructure UK Ltd
@ Local ltems Y Root certificate authority
&lsysem o Expires: Sunday, 18 February 2024 12:05:46 Greenwich Mean Time
Sophos © This certificate is marked as trusted for all users
(=]
EJ System Roots Name ~ Kind Expires Keychain
-] com.apple.kerberos.kdc certificate 1 Mar 2034 16:57:42 System
=
2] com.apple.systemdefault certificate 1 Mar 2034 16:57:42 System

18 Feb 2024 12:05:46

certificate

¥§ Updata Infrustructure UK Ltd

Category
A Al ltems
/.. Passwords
Secure Notes
G My Certificates
i Keys
[ certificates

= i  Copy
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4. To enable SSL filtering at the school site

e Once you have completed this installation on ALL end user devices, please call the
Updata service desk on 08455 650 560 or email customer.support@updata.net to
get your SSL filtering enabled.

e Hertfordshire schools will need to email sitss.internet@lea.herts.sch.uk for SSL
inspection to be turned on.

e Important Note: All devises that join the network will require the one-time
installation of the SSL Certificate. This means that any future new or replacement
devices will also need this SSL certificate to be installed on them.



updata

® 0 @ o cfasiucho

Part of Capita plc

UPDATA HEADQUARTERS
The Omnibus Building

Lesbourne Road

Reigate, Surrey

RH2 7LD

T: 0845 5650560

Customer.support@updata.net




